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for the Sunday CLE during the 46th 
Annual conference as we plan on 
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INSIDE:

With the increasing reliance on 
technology and the growing threat 
of cyber attacks, phishing, ransom-
ware, and other cyber intrusions, 
governments have been taking proac-
tive steps to strengthen their cyber 
security and data privacy measures. 
Florida has recently enacted several 
laws to address these issues and pro-
tect the privacy and security of its 

residents’ information. In this article, 
we will provide an overview of the 
most recent laws in Florida related 
to cyber security and data privacy.
House Bill 7055 and House Bill 7057 
were signed into law in 2022 to tackle 
cyber security and ransomware 
incidents, to protect the public and 
ensure the security of government 
systems and data. 

House Bill 7055 aims to strengthen 
the cyber security measures of state 
agencies and local governments in 
Florida. It establishes a compre-
hensive framework for managing 
and mitigating cyber security risks, 
including the use of best practices for 
information technology security, risk 
assessments, and incident response 

further discussing this topic as well 
as other interesting topics such as 
artificial intelligence and its effect 
on the legal profession. These topics 
and so many other “hot topics” will 
be explored during the April 30th 
continuing education seminar. As 
this is my last issue as CCLGL chair, 
I want to express my gratitude for the 
unwavering support of our Executive 
Committee, Executive Council and 
each of you, our members. I also want 
to extend a special thank you to all 
our sponsors! The commitment to our 

mission and tireless efforts have been 
instrumental in our achievements, 
and I am truly honored to lead such 
an exceptional group of lawyers. 
I look forward to celebrating our 
50th anniversary and another great 
conference with everyone in a few 
weeks at the Hammock Beach Golf 
and Resort in Palm Coast! 

Janette M. Smith
City, County and Local Government 
Law Section, Chair
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CYBER SECURITY LAW
from page 1

continued, next page

plans. The bill requires state agen-
cies and local governments to reg-
ularly update their cyber security 
measures to adapt to evolving threats 
and vulnerabilities. 
One of the key provisions of House 
Bill 7055 is the establishment of a 
cyber security strategic plan. This 
plan requires the Florida Depart-
ment of Management Services, acting 
through the Florida Digital Service, 
to develop and implement a strategic 
plan that outlines the state’s over-
all approach to cyber security. Each 
local government entity is required 
to adopt cybersecurity standards 
that safeguard its data, information 
technology, and information technol-
ogy resources to ensure availability, 
confidentiality, and integrity. The 
plan must address various aspects 
of cyber security, including risk man-
agement, incident response, train-
ing and education, and coordination 
among state agencies and local gov-
ernments. This plan must be ready by 
January 1, 2024, for counties with a 
population greater than 75,000 and 

for cities with a population greater 
than 25,000. The deadline is Janu-
ary 1, 2025, for all other counties 
and cities with their population less 
than above. Additionally, the Depart-
ment of Management Services will be 
required to conduct regular audits of 
state agencies and local governments 
to assess their compliance with the 
strategic plan. 
House Bill 7055 also emphasizes the 
importance of training and educa-
tion in cyber security. It requires 
state agencies and local govern-
ments to provide regular training 
to their employees on cyber security 
best practices and incident response 
protocols. The bill also encourages 
partnerships between government 
agencies, educational institutions, 
and private organizations to promote 
cyber security awareness and educa-
tion across the state.
Furthermore, House Bill 7055 
addresses the issue of ransomware 
payments. Section 282.3186, Florida 
Statutes, states a county, or a munici-
pality experiencing a ransomware 
incident may not pay or otherwise 
comply with a ransom demand. State 
agencies and local governments may 

not use public funds to pay ransom-
ware demands. This provision is 
intended to discourage the payment 
of ransoms, which can perpetuate 
cyber-attacks and incentivize cyber 
criminals.
House Bill 7057, titled “Public Records 
and Meetings/Cybersecurity,” focuses 
on the handling of public records and 
meetings in the context of cyber secu-
rity and ransomware incidents. The 
bill acknowledges that cyber attacks 
can compromise the confidentiality, 
integrity, and availability of public 
records and meetings, posing a sig-
nificant threat to transparency and 
accountability in government opera-
tions. This bill also requires state 
agencies and local governments to 
develop and implement cyber secu-
rity protocols for the protection of 
public records and meetings. 
This bill creates a public records 
exemption related to cybersecurity. 
Specifically, the bill makes confiden-
tial and exempt from public record 
requirements, (1) cybersecurity insur-
ance coverage limits and deductible 
self-insurance amounts, (2) informa-
tion related to critical infrastructure, 
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and (3) network schematics, hard-
ware and software configurations, or 
encryption information or informa-
tion that identifies detection, inves-
tigation, or response practices for 
suspected or confirmed cybersecurity 
incidents. In addition to the public 
records exemption, any portion of a 
meeting that might reveal such infor-
mation is exempt from public meeting 
requirements. See Section 119.0725, 
Florida Statutes.
In addition to House Bill 7055 and 
House Bill 7057 discussed above, 
there are many other new laws that 
should be considered for the protec-
tion of personal information and data 
privacy. The Florida Information Pro-
tection Act (FIPA) was signed into 
law in June 2021 and is aimed at 
enhancing the protection of personal 
information and data privacy. FIPA 

CYBER SECURITY LAW
from page 3

expands the requirements for busi-
nesses that collect and store personal 
information of Florida residents, 
and it includes provisions related 
to data breach notification, security 
measures, and consumer rights. (See 
House Bill 969, Chapter 2021-158, 
Laws of Florida.) Some of the key 
provisions of FIPA: 
Data Breach Notification: FIPA man-
dates that businesses notify affected 
individuals within 30 days of dis-
covering a data breach that com-
promises their personal information 
unless there is no reasonable risk of 
harm. Additionally, businesses must 
notify the Florida Department of 
Legal Affairs if a data breach affects 
500 or more individuals. See Section 
501.171(3), Florida Statutes.

S e c u r i t y  M e a s u r e s :  F I P A 
requires businesses to implement 
reasonable measures to protect 
personal information, including 
the use of encryption for sensitive 

data and proper disposal of records 
containing personal information. 
See Section 501.171(2), Florida 
Statutes.

Consumer Rights: FIPA provides 
consumers with the right to request 
and obtain access to their personal 
information held by businesses, as 
well as the right to request deletion 
of their personal information. See 
Section 501.171(6), Florida Statutes.
These new laws highlight the impor-
tance of proactive risk management, 
incident response planning, and 
employee training to effectively miti-
gate the risks associated with cyber 
attacks, ransomware incidents and 
securing data privacy. 

Janette M. Smith
City, County and Local Government 
Law Section, Chair
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Revisiting Public Comment Decorum 
Rules Post-Covid 
By Daniela F. Cimo1 and Anne R. Flanigan,2 Weiss Serota Helfman Cole & Bierman, P.L.

During the pandemic, many members 
of the public garnered a new interest 
in their local governments, perhaps 
recognizing the profound impact a 
municipality can have on its constitu-
ents. While municipalities quickly 
adapted to the challenges that Covid 
posed to public meetings by utilizing 
technology like Zoom, many govern-
ments have now returned to in-per-
son meetings.3  As local governments 
transition away from fully remote 
proceedings, many are finding that 
the uptick in the public’s local govern-
ment participation has not waned.  
Thus, returning to the dais in per-
son presents a prime opportunity to 
revisit public decorum rules and their 
application at public meetings.  
The Sunshine Law provides broad 
rules on how a board or commission 
may limit a citizen’s public comments,4 
such as limiting the amount of time 
an individual may speak,5 and the 
First Amendment recognizes that 
citizens’ rights to speak at public 
meetings is not unfettered.6  This 
article presents how recent authority 
in Florida and the Eleventh Circuit 
has analyzed decorum rules and their 
enforcement.

Content Restrictions  
The law in the Eleventh Circuit 
squarely recognizes that the public 
comment portion of a local govern-
ment meeting is a limited public 
forum.7  “As such, ‘the government 
may restrict access to limited public 
fora by content-neutral conditions 

for the time, place, and manner of 
access, all of which must be narrowly 
tailored to serve a significant govern-
ment interest.’”8  This balancing test 
recognizes that not all types of speech 
must be permitted under the First 
Amendment.  
Rules “outlining how someone may 
speak at a community meeting, 
prohibiting disruption, and requir-
ing decorum are content-neutral 
policies.”9  For example, courts have 
upheld decorum rules prohibit-
ing “boisterous,” “disorderly,” and/
or “loud” comments.10  Rules that 
restrict “personally directed” com-
ments or prohibit “abusive or obscene 
comments” have also recently been 
upheld in Florida.11 12 Allowing such 
limitations recognizes that the “point 
of [b]oard meetings is not to air per-
sonal grievances; the purpose is to 
conduct [government] business.”13 
The Eleventh Circuit has also upheld 
rules that effectively limited citizens’ 
clothing at council meetings based on 
the type or category of the message 
conveyed.  Specifically, in Cleveland 
v. City of Cocoa Beach, Fla., 221 F. 
App’x 875 (11th Cir. 2007), the coun-
cil banned the display of campaign 
messages at council meetings.  A 
potential speaker, who was wearing 
a t-shirt with a political campaign 
message, was asked to turn his shirt 
inside out to even attend the meet-
ing.14  The court affirmed the trial 
court’s ruling in favor of the city, 
as well as the mayor and city attor-
ney, individually, because the ban on 

political speech (and, thus, certain 
clothing) was content neutral.15

Selection of Speakers
Courts have also addressed the con-
stitutionality of selective access to 
address a government body, which 
turns on the neutrality of the selec-
tion criteria.  For example, in Rowe 
v. City of Cocoa, Fla., 358 F.3d 800 
(11th Cir. 2004), the Eleventh Circuit 
addressed the question of whether 
a municipality may limit the pub-
lic comment of non-residents during 
a council meeting. Specifically, the 
City of Cocoa permitted its council, 
by majority vote, to “decline to hear 
any person who is not a resident or 
taxpayer of the City, subject to cer-
tain exceptions[,]” which the plaintiff 
challenged as a violation of the Equal 
Protection Clause.16 In upholding the 
residency requirement, the Eleventh 
Circuit recognized, 

It is reasonable for a city to restrict 
the individuals who may speak at 
meetings to those individuals who 
have a direct stake in the business 
of the city—e.g., citizens of the 
city or those who receive a utility 
service from the city—so long as 
that restriction is not based on the 
speaker›s viewpoint.17

Key to the validity of the city’s restric-
tion, notably, was the fact that the 
restriction was viewpoint neutral and 
was applicable to all non-residents.18  
Residency restrictions, therefore, are 
one method available to a govern-
ment to “regulate irrelevant debate . 
. . at a public meeting.”19

On the other hand, policies that 
permit more subjective discretion 
in determining who may address 
the counsel have been successfully 
challenged under the First Amend-
ment.  For example, the Eleventh 
Circuit has held that a policy permit-
ting a school board superintendent 
to “use[] both substantive and pro-
cedural criteria to decide who can 
speak” at school board meetings was 
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a prior restraint.20  The challenged 
policy required individuals wishing to 
address the school board at a public 
meeting to first meet with the super-
intendent and discuss their concerns 
and, if they still wished to speak, 
provide a written request at least one 
week prior to the board meeting stat-
ing the topic of the speech.21

“Because the government chooses 
how wide to swing open the gate of 
a limited public forum, it may allow 
access only to certain speakers 
based on their identity.”22  Thus, 
viewpoint neutral limitations that 
exclude non-stakeholders from 
the public comment section of a 
meeting are generally permitted.

Time Limitations
Of the few specifically delineated 
guidelines for public comment, the 
Sunshine Law recognizes that a gov-
ernment must “[p]rovide guidelines 
regarding the amount of time an 
individual has to address” the gov-
erning body.23  The statute, however, 
sets neither a threshold nor a ceil-
ing.  Prior to the enactment of Sec-
tion 286.0114, moreover, the Florida 
Attorney General recognized that “a 
rule limiting the amount of time an 
individual could address a board” 
may “ensure the orderly conduct of a 
public meeting.”24  
Recent cases in Florida’s federal 
and state courts have not explicitly 
addressed time limitations in public 
decorum rules.  However, decorum 
rules imposing a three-minute limi-
tation have been litigated without 
challenges to this specific aspect of 

the rules.25  In other forums, limits 
ranging from three to five minutes 
have been upheld.26  

Applying and Enforcing Decorum 
Rules
Typically, the presiding officer at 
a public meeting is responsible for 
enforcing decorum and public com-
ment rules.  Even if a local govern-
ment’s decorum rules comply with 
the guidelines outlined above, legal 
challenges may arise from the appli-
cation and enforcement of the rules 
themselves. Below we consider three 
recent cases analyzing decorum rules 
and their enforcement:
In Hill v. City of Homestead No. 
18-20412-CV, 2020 WL 1077545 
(S.D. Fla. Mar. 6, 2020), the plain-
tiff challenged his removal from a 
city council meeting, following his 
public comments to the city council, 
in which he referred to one coun-
cilmember as a “racist” and called 
the meeting itself “fascism.”  The 
meeting’s sergeant-at-arms informed 
the plaintiff, while outside of city 
hall, that he was being trespassed 
from the premises after the plaintiff 
became loud and irate exiting the 
council chamber.27 The district court 
found that the record did not estab-
lish the deprivation of a protected 
right under the First Amendment 
because the plaintiff was allowed to 
speak “for the full three minutes;” 
“was removed only after having the 
opportunity to speak and return to 
his seat;” and was “never told that he 
needed permission to return to future 
city council meetings.”28 The district 

court reasoned, “[t]hat, without more, 
does not establish the deprivation of 
the right to free speech under the 
First Amendment.”29 
In Dayton v. City of Marco Island, No. 
2:20-cv-307-FtM-38MRM, 2020 WL 
2735169 (M.D. Fla. May 26, 2020), 
two individuals filed First Amend-
ment claims against the City of Marco 
Island and the council chairman who 
presided over the meeting, individu-
ally.30  The two speakers both sought 
to make statements about a particu-
lar city councilor, specifically regard-
ing the council member’s operation 
of a website that published negative 
articles about various city officials.31  
Marco Island’s decorum rules permit-
ted the council chairperson to conduct 
the meeting “firmly and courteously 
while maintaining order at all times” 
and to “limit immaterial or redun-
dant presentations or requests.”32

At the motion to dismiss stage, the 
district court found that the plain-
tiffs had not sufficiently alleged a 
custom, policy or practice of First 
Amendment violations at city coun-
cil meetings against Marco Island.33 
The plaintiffs had alleged merely a 
single instance where citizens were 
prevented from speaking on a par-
ticular topic, namely, about a specific 
council member.34  On summary judg-
ment, the district court found that 
the chairman was entitled to quali-
fied immunity because he “did not 
clearly engage in unlawful viewpoint 
discrimination by simply telling [the 
p]laintiffs not to personally attack 
Councilmembers.”35  
Most recently, in Moms for Liberty v. 
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Brevard Public Schools, 582 F. Supp. 
3d 1214, aff’d 2022 WL 17091924 
(11th Cir. Nov. 21, 2022), the Elev-
enth Circuit affirmed the denial of 
the plaintiff’s motion for preliminary 
injunction, which sought to preclude 
the school district’s enforcement of 
its “public participation policy.”  The 
plaintiffs, members of a nonprofit 
parental rights group, also asserted 
as-applied challenges to the policy 
under the First Amendment, claim-
ing that the school board unconstitu-
tionally discriminated against their 
views by impeding their participation 
at school board meetings.36 
The plaintiffs identified four instances 
over an eight-month period in which 
the board chair interrupted Moms 
for Liberty members and, in one 
instance, asked a member to leave 
the meeting.37  The record reflected, 
however, that the few interruptions 
“were regularly brief and respectful, 
and [the p]laintiffs freely finished 
speaking[]” after the interruption.38  
When one member was ejected from 
the meeting, the record reflects that 
his removal followed comments such 
as “the Democratic party accepts ‘the 
murder of full-term babies with abor-
tion’ and believes ‘white babies are 
born racist and oppressive,’” and that 
the speaker “veered into other top-
ics irrelevant to the discussion, and 
refused to stop after more warnings.”39  
The district court reasoned that the 
speaker was, therefore “permissibly 
excluded” because his speech was 
“abusive and disruptive.”40 41

Conclusion 
As the district court acknowledged in 
Dayton, “law on decorum restrictions 
at government meetings is inher-
ently fact dependent.”42  The caselaw 
reflects a few, common themes, how-
ever.  One, content- and viewpoint-
neutral decorum requirements are 
constitutional and, two, the applica-
tion of decorum rules must be done 
uniformly and with common sense as 
to what is disruptive behavior.
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